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Abstract

Women represent the main economic force in most developing countries. As
economies become more and more information-driven, the issues of women's access
to and the use of information and communication technologies (ICTs) are growing in
importance for both developed and developing economies. Some claim that women
are rather technophobic and that men are much better users of digital tools while
others argue that women enthusiastically embrace digital communication.

The ease with which information and communication technologies can transmit and
disseminate information for development is well recognized. However, women's access
to ICTs cannot be assumed to occur ‘naturally’ when gender-blind approaches and
technologies are implemented. As a result of profound, gendered applications and
implications of ICTs in employment, education, training, and other areas of life, women
need encouragement and support to take their rightful place in the information
revolution.

Research has demonstrated that security and privacy in use of ICT, especially in the
internet, are the most important thematic areas of gender concerns which include
freedom of expression, privacy of communication, and secure online spaces where
vulnerable groups such as women feel unsafe from harassment. The main concern that
discourages women to enter dynamically into e-business market is the disclosure of
their personal information compared with men who appear willing to be sacrificing
their privacy at the altar of profit of electronic commerce.

The aims of this research are the following: firstly, to present digital threats and risks
facing women entrepreneurs daily while interacting with online communities, secondly,
to study security gaps that the privacy policies of popular pages contain, and lastly, to
give proof that women justifiably worry about their security and privacy when using
online communities and virtual worlds, like the social networking sites. It is certain that
these pages are insufficient regarding the privacy of their users due to the lack of
adequate security measures letting personal data be exposed and available to others.
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Background

During the 1990s, researchers were quick to observe that women tend to be latecomers
to the digital age. As a consequence, the new technology was popularly portrayed as a
male domain. Bimber concluded that the gap in ICT usage between women and men
is the product of both socioeconomic differences and some combination of underlying
gender-specific effects.
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As more statistics became available and the Internet and mobile telephony penetra-
tion rates began to rise, women started to catch up in many developed countries. In the
USA, most new users were women around the year 2000. Gender differences remained
but were smaller while years passed and mainly concentrated on marginalized groups,
such as ethnic minorities. However, once online, women remained less frequent and
less intense users of the Internet (Huyer et al. 2005; United Nations Information and
Communication Technologies Task Force 2008).

Nowadays, privacy, security, and internet rights are important thematic areas for
women. Women's concerns include having secure online spaces where they can feel
safe from harassment and protected from electronic snooping and enjoy freedom of ex-
pression and privacy of communication. A corollary of this is the need for campaigns
against ICT legislation that can threaten human rights. While many developing coun-
tries are grappling with basic access and IT infrastructure issues, some countries in the
global North are now defining the basic rights framework for internet use and govern-
ance (Acquisti et al. 2007; Dutta and Bilbao-Osorio 2012).

The study is mainly based on the fact that the majority of women are not active in
the area of e-business due to the risks posed by digital threats. It is generally accepted
that engagement with social networks is obligatory for the success of an e-business ac-
tivity. It is not a coincidence that the most successful e-entrepreneurs acknowledged
that never did they take advantage of the social networking use, they will not have noticed
such large percentages of profits. Despite the fact that social networking pages look so
user friendly, women once again show reluctance to use them as a tool in their work.

Accordingly, the rest of the paper is structured as follows: the “Women e-
entrepreneurs’ concerns’ section discusses security and privacy issues concerning their
e-business development. The ‘Digital threats’ section presents the most important
digital dangers that limit the female e-business activities. The ‘Pornography, trafficking,
violence against women, and censorship’ section presents a detailed description of the
threats that tend to affect and harm the sensitive women ‘s nature. The ‘Social engin-
eering’ section analyzes the e-business risks through the social networking use. The
‘Absence of women in e-business’ section presents the results obtained by statistics that
approve the absence of women in e-entrepreneurship. The ‘Security requirements’
section presents the recommendations from the results and the suggested policies for
safer systems with the interaction of fundamental security requirements. Finally, the
last section includes the ‘Conclusions’.

Women e-entrepreneurs' concerns
Information and communication technologies could give a major boost to the eco-
nomic, political, and social empowerment of women and the promotion of gender
equality. Information technology, applications, and the use of e-services have changed
dramatically in the recent past, providing women entrepreneurs and others greater op-
portunities for personal growth and business success (Gillwald 2001).
Second-generation internet software, referred to as Web 2.0, puts the user in control.
Internet search programs now allow users to create, upload, and use their own vertical
search engines. Users may search within websites and use feeds, such as from particular
newspapers. Local search refers to the ability to recall past search entries. A business
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can incorporate such valuable tools as ‘click to call, maps, pay per call, pay per click,
and coupons in its website. Increasingly, internet searches are conducted with mobile
devices, and a business should customize its information accordingly. ICTs allow busi-
ness persons to manage virtual teams spread around the globe using the e-mail, mes-
senger, telephones, ‘live meeting, and ‘share point’. A business woman's office becomes
where her computer is (Middleton 2011).

Generally, women have less access than men to ICT facilities where they exist. Nu-
merous invisible barriers limit women's and girls' participation in the information soci-
ety. However, women's access to ICTs is constrained by factors that go beyond issues of
technological infrastructure and socio-economic environment. Digital privacy remains
a cross-cutting element in shaping (and in this case, limiting) the capacity of women
and men to participate on equal terms in the information society.

One of the more pervasive but intractable problems is ‘technophobia’ or fear of tech-
nology due to the lack of e-security. Women, either as entrepreneurs or as customers,
hesitate to develop e-business activities. More specifically, the main issues of concern
that act as barriers to the increased uptake of information technology and e-commerce

including also the social networking are in the following subsections:

Security issues

Ensuring security of payments and privacy of online transactions are keys to the wide-
spread acceptance and adoption of e-commerce. While the appropriate policies are in
place to facilitate e-commerce, lack of trust is still a barrier to using the Internet to

make online transactions.

Privacy issues
While security is commonly used as the catch-all word for many different reasons why
individuals and firms do not engage in extensive e-commerce and use of internet-based
technologies, there are other related reasons and unresolved issues, such as tax evasion,
privacy and anonymity, fraud adjudication, and legal liability on credit cards (Acquisti
et al. 2007).

In many countries, cash is preferred not only for security reasons but also because of
a desire for anonymity on the part of those engaged in tax evasion or those who simply
do not want others to know where they are spending their money. Others worry that
there is lack of legal protection against fraud (i.e., there is no provision for adjudicating
fraud, and there may be no legal limit on liability, say, for a lost or stolen credit card).
It is necessary to distinguish these concerns from the general security concerns (ie.,
transaction privacy, protection, and security) since they may not be addressed by the
employment of an effective encryption method (or other security measure).

The ‘leaky pipeline’ phenomenon means that fewer women enter into the e-business
fields, limiting the number of women entrepreneurs in research and development, and
at senior positions in the ICT arena (Martinez and Reilly 2002).

Digital threats
The Internet has introduced new risks alongside the promise of enhanced cross-

boundary communication. In particular, it has increased the opportunities for
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surveillance of interactions between targeted groups and individuals, and for harass-
ment. According to research, there is a “Top 10’ for the most frequent in appearance
and most dangerous e-business risks and social networking threats. These are in the
following subsections (Bonneau et al. 2009; Jones and Soltren 2005):

Social networking worms

Social networking worms include Koobface, which has become, according to re-
searchers, ‘the largest Web 2.0 botnet’. While a multi-faceted threat like Koobface chal-
lenges the definition of ‘worm, it is specifically designed to propagate across social
networks (e.g., Facebook, MySpace, Twitter, hi5, Friendster, and Bebo), enlist more
machines into its botnet, and hijack more accounts to send more spam to enlist more
machines, all the while making money with the usual botnet business, including

scareware and Russian dating services.

Phishing bait

Phishing refers to the effort of posting personal information, usually financial in nature
relating to bank accounts and credit cards, using a false pretext as bait. Phishing at-
tempts typically send a spam email.

Trojans
E-business while interacting as a part of the social networks has become a great vector
for Trojans. Two characterizing examples are the following:

1. Zeus is a potent and popular banking Trojan that has been given new life by
social networks. There have been several recent high-profile thefts blamed on
Zeus, notably the Duanesburg Central School district in New York State late
in 2009.

2. URL Zone is a similar banking Trojan but even smarter; it can calculate the value
of the victim's accounts to help decide the priority for the thief.

Data leaks

Online communities and virtual worlds are all about sharing. Unfortunately, many
users share a bit too much about the organization like projects, products, financials,
organizational changes, scandals, or other sensitive information. Even spouses some-
times over-share how much their significant other is working late on a top-secret
project, and a few too many of the details associated with the said project. The
resulting issues include the embarrassing, the damaging, and the legal (Please rob me
2010).

Shortened links

People use URL shortening services (e.g., bitly and tinyurl) to fit long URLs into tight
spaces. They also do a nice job of obfuscating the link so it is not immediately apparent
to victims that they are clicking on a malware installation, not a CNN video. These
shortened links are easy to use and ubiquitous. Many of the Twitter clients will auto-

matically shorten any links.
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Botnets

Late last year, security researchers uncovered Twitter business accounts being used as a
command and control channel for a few botnets. The standard command and control
channel is IRC, but some have used other applications - P2P file sharing in the case of
the Storm - and now, cleverly, Twitter. Twitter is shutting these accounts down, but
given the ease of access of infected machines to Twitter, this will continue.

Advanced persistent threats

One of the key elements of advanced persistent threats (APT) is the variety of
intelligence gathering techniques to access sensitive information of very important
people (e.g., executives, officers, high-net-worth individuals), for whom online commu-
nities and virtual worlds are used as occupational tools. Information disclosed by APTs
can be a treasure trove of data. Perpetrators of APTs use this information to further
their threats - placing more intelligence gathering (e.g., malware, Trojans) and then
gaining access to sensitive systems. So, while not directly related to APTs, online com-
munities, even the social networks are a data source. Less exotic, but no less important
to individuals is the fact that information on your whereabouts and activities can give

more run-of-the-mill criminals an opportunity.

Cross-site request forgery

While it is not a specific kind of threat, cross-site request forgery (CSRF) attacks
exploit the trust of any online networking application has in a logged-in user's browser.
So, as long as the network application is not checking the referrer header, it is easy for
an attack to ‘share’ an image in a user's event stream that other users might click on to
catch/spread the attack.

Impersonation

E-business and social network accounts of several prominent individuals have been
hacked (most recently, a handful of British politicians). Furthermore, several imperson-
ators have gathered hundreds and thousands of followers on Twitter - and then
embarrassed the folks they impersonate (e.g.,, CNN, Jonathan Ive, Steve Wozniak, and
the Dalai Lama) or worse. Twitter will now shut down impersonators attempting to
smear their victims but at Twitter's discretion. Admittedly, most of the impersonators
are not distributing malware, but some of the hacked accounts certainly have (e.g., Guy

Kawasaki).

Trust
The common thread across almost all of these threats is the tremendous amount of
trust users have in online communities' applications. Like an e-mail, when it hit the
mainstream, or instant messaging, when it became ubiquitous, people trust links,
pictures, videos, and executables when they come from ‘friends’ until they get burned a
few times.

The European Network and Information Security Agency (ENISA) issued a statement
reiterating the main points that users of online communities have to keep in mind and
proposed policies to be followed by the competent institutions to tackle them. The
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most important are listed below (European Network and Information Security Agency
2009; Please rob me 2010):

Digital folders of personal data: Online profiles in any online community can be
saved by others and to be part of digital dossiers of personal data. Indeed, some per-
sonal information may be collected via a simple search, unless users change the default
security settings in their profile.

Secondary data: In addition to the information which users voluntarily post, mem-
bers of such Web pages automatically reveal sub-items, which relate to the way they
use the offered services, for example, the length of a communication, the visits to other
users' profiles, and the messages that are sent over the network. The privacy settings of
these pages do not sufficiently specify who may have access to the data, and it is not
clearly defined what constitutes personal data and what not. Secondary data may be
used for financial benefits from the resale to third parties.

Face Recognition: The photos used in virtual profiles are a digital identity of the user.
Through advanced technologies such as (face recognition) these photos can be linked
with information from other websites and services, where the same user has posted
other elements, eventually leading to the collection of much more data for the user
than he had in mind to reveal through the e-business.

Detection into the natural real world: Through new technological developments,
there is a great possibility to identify a user in the real world by inspecting photos he
has published in an online community (for example, a photo in front of his home).
Users often do not realize how important it is to not publish photographs where the
site is intuitive to users.

Metadata: Many social networking platforms allow users to mark their photos with
metadata. These can be links referring an e-mail or a social profile account. This pre-
sents a risk for unwanted photo interface with personal data. Even if users keep security
measures in respect of their personal photos, others have rights to interfere with them
and retrieve sensitive personal details such as age of birth, home location, family mem-
bers, etc. In addition, several photos contain data, such as the serial number of the
camera, which could pose a threat to the user's privacy (Bonneau et al. 2009).

Pornography, trafficking, violence against women, and censorship

Another justification for the interception of internet communications often presented
to the general public is that it is needed to combat the sexual exploitation of women
and children and to prove that e-entrepreneurship is not a masculine issue. It is com-
monly known that there is no gender divide in e-business, and phenomena like the fol-
lowing that aim to harm women physically, psychologically, and mentally should stop
appearing (Bianchi et al. 2008; Hafkin and Huyer 2006).

The picture that emerges from most analyses of new information and communication
content is of a masculine rhetoric, and a set of representations which are frequently
sexualized and often sexist. Pornography, e-mail harassment, ‘flaming’ (abusive or
obscene language), and cyber-stalking are well documented. It is estimated that 10% of
sales via the Internet are of sexual nature, whether in the form of books, video clips,
photographs, online interviews, or other items. New technical innovations facilitate the
sexual exploitation of women and children because they enable people easily to buy,
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sell, and exchange millions of images and videos of sexual exploitation of women and
children. These technologies enable sexual predators to harm or exploit women and
children efficiently and anonymously. As a result of the huge market on the web for
pornography and the competition among sites, pornographic images have become
rougher, more violent, and degrading. Affordable access to global communication tech-
nologies allows users to carry out these activities in the privacy of their homes.

What is even more disturbing is the use of the Internet as a tool in the prostitution
and trafficking of women. In 1995, an estimated 1.8 million women and girls were vic-
tims of illegal trafficking, and the numbers are growing. The Internet is used in mul-
tiple ways to promote and engage in the sexual exploitation and trafficking of women.
Pimps use the Internet to advertise prostitution tours to men from industrialized coun-
tries. These men then travel to poorer countries to meet and buy girls and women in
prostitution. Traffickers recruiting women from the Baltic States use the Web to post
advertisements for unlikely jobs in Western Europe (such as waitress or nanny). Infor-
mation on where and how to find girls and women in prostitution in cities all over the
world is posted on commercial Web sites and non-commercial newsgroups. In 2001,
the Council of Europe established a working group to study the impact of new informa-
tion technologies on trafficking of human beings for the purpose of sexual exploitation.

There are numerous organizations working on the issues of women's trafficking and
have done much to raise concern over the use of the Internet for trafficking women
and children, and the explosion of pornography on the Internet. While recognizing that
traffickers and pornographers have moved their businesses to the Internet, women's or-
ganizations have also been aware of the dilemma of calling for government measures to
curb this.

One of the fiercest debates in the area of internet rights regards the issue of freedom
of expression and censorship. Some organizations have used the presence of pornog-
raphy on the Internet to call for stricter policies for monitoring and censoring content
on the Internet, including the development of software devices that would track down
the creators and consumers of pornographic materials. Other women's organizations
have been at the forefront of pointing out the danger of inviting censorship measures
that could very easily be extended to other content areas, and limit freedom of expres-
sion far beyond the realms of pornography and trafficking. Legislation can be
interpreted widely, leaving it open for states to decide what they would consider ‘illegal’
or ‘harmful practices’.

Above all else, women should be informed, made aware, included in the discussions
and debates taking place around these trends, and consulted in the development of any
policies and practices that are advocated by state agencies and other bodies.

Social engineering

What is mentioned before is the immediate relationship that connects the e-
entrepreneurship with social networking. It is generally approved that every successful
e-entrepreneur should be a well-informed social networking user. Once again, it is ob-
served that women using social networking sites as a tool for their e-business promo-
tion are willing to disclose and share much less information than men do because of

their digital privacy concerns.
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The term social engineering is referred to as a specific method of electronic attack,
which is characterized as the biggest threat for the network security. The official defin-
ition says that social engineering is the action of oral guidance of individuals with aim
to the detachment of information. Even if it is similar to the subterfuge or the simple
fraud, the term is mainly connected with the deceit of individuals aiming at the detach-
ment of confidential information that is essential for the access in some calculating
system. Usually, the one that applies does not come face to face with the individual that
deceits or induces (Gross and Acquisti 2005; Yang and Yang 2007; Eidlin and
Appelbaum 1983).

The steps that an intruder follows in order to achieve intrusion in a network of com-
puters with the methods of social engineering, are the following:

e He approaches in some way an individual who has permitted access in the network.

e He presents himself as a confident individual.

e He tries to extract information from the individual who approached, that places the
safety of network at risk.

Absence of women in e-business

The gender distribution of ICT access is also skewed. ICT access by women tends to
lag that of men, but the gaps are generally declining. However, the gaps remain large in
older age groups and in areas of newer technologies (ICT Market 2012; International
Telecommunication Union 2010; Montagnier and van Welsum 2006; Dutta and Bilbao-
Osorio 2012).

The following figure looks at the presence of women in occupations that use ICTs. In
most countries, women account for between 30% and 50% of employment in ICT-
skilled employment according to the broad, ICT-using definition (Figure 1).

Figure 2 presents the number of e-entrepreneurs as a percentage of the total
employed population by gender.

System security requirements

The fundamental safety requirements to a system are the confidentiality and the integ-
rity of data, as well as the availability of the system. Figure 3 presents the interaction of
fundamental security requirements in a system (Raykova et al. 2012).

Figure 1 Share of women in ICT-using occupation (selected countries).
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Confidentiality means prevention of unauthorized disclosure of information. There-
fore, the data used for the delivery of services should be disclosed only to authorized
persons. Integrity is the requirement of the unauthorized modification and deletion of
data, as well as creating new data, i.e. to ensure the validity, accuracy, and completeness
of the data during the import phase, treatment, and outcome of treatment. Finally, the
availability is the property of a system to offer services that are accessible and without
undue delay. This parameter is very important since majority of these are real-time sys-
tems and services are changing and improving while the number of users are continu-

ously increasing.

Results and discussion

This section analyzes the results of the measured data. The data shown in Figure 1
clearly reveals a linear trend with women not preferring ICT-using occupations. The
standard deviation result indicates that a typical point is about 40% in selected coun-
tries. It would be noticeable that the selected countries are mostly developed and the
IT occupations are highly popular in the e-market. Moreover, it can be easily under-
stood from the graph in Figure 2 that the relationship of e-entrepreneurship present a

" Confidentiality /| Information Integrity
\ security g

Availability

Figure 3 Interaction of fundamental security requirements in a system.
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gender divide. The insecure online communities and the arising appearance of digital
threats seem to discourage the female gender in interfering with e-entrepreneurship.

A comparison between the graphs in Figures 1 and 2 clearly underlines the absence
of women from the e-commerce world due to the inadequate security and privacy pol-
icies in the online platforms.

A multi-faceted approach is needed to develop an integrated approach to e-
commerce security. Each component of the e-commerce system should be robust and
have its own independent security controls put in place.

Raising security awareness by contributing industry-wise initiatives and liaison with
governmental and law enforcement agencies will help women e-entrepreneurs under-
stand the threats and trends. Ensuring secured development methodologies which are
used to undertake programming and security-best practices are being applied through
the organization will build a solid platform from which to deter electronic crime. Using
staff and website user security awareness training, data classification and protection
and staff controls and checks will assist in reducing the vulnerabilities. Applying a strat-
egy of ‘defense in depth’ to protect e-commerce systems will help mitigate the effect of
botnet attacks, and a supported and maintained plan for incident detection, prevention,
and management will need to be in place. As a result, the empowerment of women e-

entrepreneurship is more than certain.

Conclusion

Never before has there been a greater need for e-entrepreneurs to protect their privacy
and anonymity. With the rapid development of the ICTs, the computer systems contain
more and more sensitive user data, and security requirements are growing explosively.
For this reason, it is necessary to develop techniques to safeguard privacy, particularly
for space-time data. Many questions arise about the way they manage their systems to
orbit the data, the methods and the architectures of the systems that should be
implemented to protect them, and how to combine all these methods in order to im-
prove the applications and offer better services. Summing up, this article argues for a
re-thinking about women and ICT usage with the prerequisite course on the improve-
ment of telecommunications-information systems providing greater security and ensur-
ing privacy that truly allow girls and women to become equal members of an
information and digital network society.

Methods

This study applied quantitative method in order to analyze data and get important in-
formation such as demographic information of the respondents. This study employed a
random sample technique for its respondents on the condition that the gender of the
respondents was exclusively female. The graphs describe the presence of women in oc-
cupations that use ICTs in selected countries, as well as present the number of e-
entrepreneurs as a percentage of the total employed population by gender.
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