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Abstract
Industrial manufacturing enterprises in export-oriented economies rely on product or
service innovation to maintain their competitive advantage. Decreasing costs of
computing power, connectivity and electronic components have facilitated a wide
range of innovations based on Internet of Things (IoT) applications. However, only few
successful IoT applications specific to industrial manufacturing enterprises are known.
Although academics have been investigating challenges related to realising IoT,
existing literature does not explain this situation integrally. Therefore, interest and
engagement in and motivators and inhibitors of IoT application development and
deployment are investigated based on a literature review and empirically based on a
survey with N = 109 participants from enterprises in the Swiss metal, electrical and
machine industries. Most enterprises are interested and are often engaged in IoT
application development. Improving service and aftersales activities through IoT
applications is a common motivator. Inhibitors from four domains hinder the
development of IoT applications: business, organisational, technological and industrial.
Business and organisational inhibitors are perceived to be more challenging than the
technological and industrial ones. The business and organisational issues presented
herein have essential impacts on the success of innovation in IoT applications. The
results indicate future research directions for the innovation and development of IoT
applications, and they can be used by organisations interested in IoT-based
innovations to refine policy and decision-making.
Keywords: Internet of things, Digitalisation, Industry survey, Innovation, Motivators,
Inhibitors

Background
Context

The decreasing costs of computing power, connectivity and electronic components have
facilitated the realisation of the vision of Internet of Things (IoT) and have created potential for all sorts of applications. Various media channels, the World Economic Forum
(Schwab 2015) and academic researchers (Brynjolfsson and McAfee 2014) have claimed
that a technology-driven revolution is underway that would change the way mankind
lives and runs the economy. At the core of this revolution is the merger of physical and
© The Author(s). 2018 Open Access This article is distributed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and
reproduction in any medium, provided you give appropriate credit to the original author(s) and the source, provide a link to the
Creative Commons license, and indicate if changes were made.

Heinis et al. Journal of Innovation and Entrepreneurship (2018) 7:10

digital spaces as cyber-physical systems. “Cyber-physical systems (CPS) will transform
how humans interact with and control the physical world” (Rajkumar et al. 2010). The
term is defined as follows: “cyber-physical systems (CPS) are physical and engineered
systems whose operations are monitored, coordinated, controlled and integrated by a
computing and communication core” (Rajkumar et al. 2010). The communication capabilities of such systems drive the technological revolution because they allow multiple
systems to be connected, thereby creating the IoT. The IoT paradigm is the result of
the convergence of three perspectives: (1) thing-oriented, (2) Internet-oriented and (3)
semantic-oriented (Atzori et al. 2010). In other words, physical things can be sensed or
can sense data automatically (1). The data are then communicated automatically to other
things or humans (2). The data are interpreted and evaluated automatically to derive
meaning (3). These three perspectives help realise the vision of an Internet containing
information about the physical world without depending on human input (Ashton 2009).
Technological progress in the information and communication technology (ICT) domain
has reduced the costs of computing power, connectivity and electronic components. This
decrease has helped the IoT to become increasingly real and has created potential for a
wide range of promising innovations. Unsurprisingly, there is a lot of hype about IoT
(Burton and Walker 2015). Clearly, several IoT applications are appearing in domains
such as smart homes, wearables and smart cities. Well-known IoT applications are often
desirable consumer gadgets (e.g. colour-changing light balls or fitness trackers). Known
applications with a positive economic or ecological impact remain scarce (e.g. parking or bin fill level monitoring) (SAS Institute Inc 2016). In industrial manufacturing
enterprises of specialised and export-oriented economies, even fewer IoT-based innovations are known, despite the opportunities offered by various technological enablers. The
question then is, what inhibits the development and deployment of IoT applications in
industrial manufacturing enterprises and thus prevents potential innovations—missing
motivation or existing inhibitors?
Need

Although the potential of IoT and the challenges associated with realising it have been
reviewed and discussed conceptually (Saarikko et al. 2017; Russo et al. 2015; Lee and Lee
2015; Li et al. 2014; Perera et al. 2014; Khan et al. 2012), the literature does not cover well
the motivators and inhibitors of IoT application development and deployment among
industrial manufacturing enterprises. The scope of the key challenges identified is generic
and valid for the entire IoT ecosystem—for example Naming and Identity Management
(Khan et al. 2012)—but it might not be equally relevant for individual enterprises aiming to develop specific IoT applications. The existing theoretical work is based mainly on
conceptual models and is not backed up by empirical data. Existing empirical works on
digitalisation, the fourth industrial revolution and IoT do not or only partially cover interest, engagement, motivators and inhibitors of the development and deployment of IoT
applications among industrial manufacturing enterprises (Table 1). Studies that do cover
motivators and inhibitors do not focus specifically on IoT application development among
industrial manufacturing enterprises (Geissbauer et al. 2016; Weiss et al. 2016); instead,
they target all sorts of industries (Twentyman and Swabey 2015; SAS Institute Inc 2016)—
for example healthcare, retail and consumer goods—or they survey large enterprises
(LEs) only.
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Small- and medium-sized enterprises (SMEs) with fewer than 250 employees have
not surveyed in this regard, although the exports of high-wage economies are dominated by industrial manufacturing SMEs—for example, the Swiss metal, electrical and
machine industries (MEM) are responsible for more than 30% of the total goods exports,
and the majority of the enterprises in these industries are SMEs (Swissmem 2016).
Export-oriented industrial manufacturing enterprises rely on innovations to maintain
their competitive advantage in current globalised markets (Kaleka 2002). Raymond et al.
(2018) argued that information technology (IT) capabilities can be used for innovation
purposes in industrial SMEs. Thus, IoT-based innovations can help achieve competitive
advantages in globalised markets.
Studies in the literature do not exhaustively cover the motivators or inhibitors of IoTbased innovations but focus on a limited range of topics such as privacy issues or data
analytics capabilities. By focusing on IoT products (smart products) only and excluding
enterprise-internal IoT applications, Twentyman and Swabey (2015) analysed one perspective on IoT application development in depth but missed out on providing a holistic
view. A holistic and consolidated study on the motivators and inhibitors of IoT application
development from the perspective of manufacturing enterprises is needed to understand
the entire system of technology-based innovations, such as access to technology, business
and financial issues and research and development knowledge and skills. Only a holistic view of the system allows us to compare the relevance of individual motivators and
inhibitors effectively, as well as to define measures that can foster IoT-based innovations
in industrial manufacturing enterprises.
Task

The present study investigates the interests and engagement of industrial manufacturing
enterprises in IoT-based innovations and aims to provide a holistic understanding of the
motivators and inhibitors of innovation in IoT application development and deployment
in these enterprises. This knowledge is necessary to refine policy and decision-making
in governments or industry associations interested in fostering IoT-based innovations
or in enterprises operating and innovating in the era of technology-driven digital transformation. The authors address three specific research questions (RQ). They investigate
(1) interest and engagement in, (2) motivators and (3) inhibitors of development and
deployment of IoT applications in industrial manufacturing enterprises by presenting
two conceptual models based on a literature review—one on motivators and one on
inhibitors—and empirical data from a survey with 109 participants from Swiss MEM
industries.
1
2
3

RQ1. Are manufacturing enterprises interested and engaged in the development
and deployment of IoT applications?
RQ2. What benefit (added value) do enterprises expect from the development and
deployment of IoT applications?
RQ3. Which inhibitors hinder the development and deployment of IoT
applications?

Interest and engagement (RQ1)

The first RQ targets the interest and engagement in the development and deployment
of IoT applications. In relation to the first RQ, three hypotheses (H) can be formulated.
These hypotheses claim differences in interest and engagement based on the type of
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enterprise (SME or LE) and based on the importance rating of manufactured products
integrated into an IoT application (digitalised products). Developing and deploying IoT
applications is a form of innovation. Heck (2017) discussed the characteristics relevant
to the innovation capabilities of SMEs, which differ from those of LEs. These differences
allowed us to hypothesise different interests and levels of engagement in IoT application
development and deployment for SMEs and LEs.
• H1a. Importance of digitalised products is rated differently depending on the type of
enterprise.
• H1b. Level of engagement in IoT application development and deployment differs
depending on the type of enterprise.
• H1c. Enterprises that assign more importance to digitalised products are more likely
to engage in the development of IoT applications.
Motivators (RQ2)

The second RQ targets the reasons and motivators for the development and deployment
of IoT applications. A conceptual model is needed to holistically collect and map the motivators driving the development and deployment of IoT applications. Thus, the first step
to answering RQ2 would be the development of a conceptual model capturing motivators
(RQ2a). The differences between SMEs and LEs allow us to hypothesise different motivators for different enterprise types (H2a). Furthermore, engaged enterprises may have
different motivators than non-engaged enterprises (H2b).
• RQ2a. Which conceptual model allows us to holistically collect and map motivators?
• H2a. SMEs and LEs rate the importance of motivators differently.
• H2b. Engaged enterprises and non-engaged enterprises rate the importance of
motivators differently.
Inhibitors (RQ3)

The third RQ targets the inhibitors and challenges associated with the development and
deployment of IoT applications. Inhibitors can be identified and collected from the literature on the topic. A conceptual model is needed to map the inhibitors exhaustively
(RQ3a). Furthermore, inhibitors can be identified based on the statements of industry
members (RQ3b). Not all inhibitors are expected to have the same significance (H3a).
• RQ3a. Which conceptual model allows us to holistically collect and map inhibitors?
• RQ3b. Which inhibitors are perceived by industrial manufacturing enterprises?
• H3a. Some inhibitors are perceived to be more challenging than the others.

Results
Conceptual frameworks

The term IoT application as used in this study is defined in this section. In addition,
a literature review on motivators and inhibitors of the development and deployment of
IoT applications and two resulting conceptual models are presented. An extended valuechain model for motivators and four domains of inhibitors emerged from the literature
review.
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Definition of IoT application

The term IoT application used in this study is defined based on three main elements: (1)
physical object, (2) data processing functionality and (3) added value (Heinis et al. 2017).
The second element contains three functional sub-elements: (2.1) data sensing, (2.2) data
transmission and (2.3) data evaluation. This framework allows us to capture and describe
IoT applications integrally, covering the technological, business, engineering design and
innovation aspects.
Motivators along value-chain

A list of eight motivators (m1–m8) related to the development and deployment of IoT
applications, as well as the potential added value of IoT applications, emerged from the
literature presented in the “Background” section (Table 2).
The extended value-chain model is introduced as a conceptual model that allows us
to capture exhaustively the motivators of IoT application development (Fig. 1). In theory, enterprises conduct activities or investments only if they expect added economic
value. This theory is true for engagement in IoT application development and deployment. Thus, by implication, expected added value underlies each motivator to develop or
deploy IoT applications. The value-chain framework describes the activities conducted
by an enterprise to generate value (Porter 1985). Added value is created within an enterprise by increasing the efficiency or effectiveness of value-chain activities or by defining
new value-generating activities. Therefore, the value-chain model allows us to allocate
the relevant enterprise-internal motivators of IoT application development and deployment. The traditional value-chain model proposed by Porter (1985) does not explicitly
cover the creation of added value for enterprise customers. External motivators based on
added value for the customer cannot be allocated. In the MEM industries, customers are
typically other enterprises that use a product or service to create value for their downstream customers. The relevant activities for allocating potential external motivators are
thus related to product or service usage. By extending the value-chain model with product
or service usage activities according to the ideas of McPhee and Wheeler (2006), potential
internal or external IoT applications can be identified.
Inhibitors in four domains

A conceptual model consisting of four domains of inhibitors allowed us to cluster into
four domains the wide range of inhibitors of IoT application development and deployment

Table 2 Possible motivators of development and deployment of IoT applications presented to
survey participants for selection
Motivator ID

Motivators

m1

Offer shared products and services as an alternative to individual ownership

m2

Use collected data to improve decision-making

m3

Gain revenues through new or different business models

m4

Improve manufacturing and production process

m5

Enhance market research for better customer segmentation or pricing strategies

m6

Monitor product state and usage for predictive maintenance and repair

m7

Assess product usage and performance to improve product design and development

m8

Track product location to improve logistics

mOT

Other
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Fig. 1 Extended value-chain model to facilitate allocation of enterprise motivators for development and
deployment of IoT applications

identified in literature: organisational, business, technological and industrial (Table 3).
The model helps cover a wide range aspects of technology-based innovations.

Organisational domain Seven unique inhibitors (o1–o7) belonging to the organisational domain were identified in the literature (Table 3). Geissbauer et al. (2016) reported
a lack of clear vision and strategy for digital operations and a lack of leadership from top
management as important inhibitors. An unsuitable organisational structure or missing
key functional areas were identified as inhibitors by Porter and Heppelmann (2015) and
by Twentyman and Swabey (2015). A non-existent digital culture and lack of training were
mentioned as inhibitors in multiple studies (Geissbauer et al. 2016; SAS Institute Inc 2016;
Twentyman and Swabey 2015). Another inhibitor mentioned in multiple sources is the
lack of in-house expertise or skills (Geissbauer et al. 2016; Porter and Heppelmann 2015;
Curran et al. 2015; Twentyman and Swabey 2015). Pech (2016) stated that the adoption
of disruptive technologies decelerates when special training is involved. Data analytics
capabilities is a more specific but indispensable skill (Geissbauer et al. 2016). Integration
between physical product development and software development processes is essential
for the development of IoT applications. This can be difficult when product design and
engineering occur over a lengthy, linear development cycle, as opposed to digital and
software design, which proceed in short, modular development loops (Hui 2014).

Business domain Seven unique inhibitors (b1–b7) belonging to the business domain
were identified in the literature (Table 3). Expectations related to the impact of IoT applications on demand and revenues are contradictory (Twentyman and Swabey 2015). The
same applies to the expected impact on cost: decrease (Geissbauer et al. 2016) versus
increase (Twentyman and Swabey 2015). There is considerable uncertainty around revenues and costs. This could inhibit enterprises from deploying IoT applications because
of the higher perceived risk and volatility of IoT investments. Enterprises face challenges
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Table 3 Conceptual model covering inhibitors of development and deployment of IoT applications
Inhibitor ID
o1

Organisational inhibitor
Lack of clear digital operations vision/strategy

o2

Unsuitable organisational structure or missing key functional areas

o3

Lack of leadership from top management

o4

Lack of digital culture and training

o5

Lack of in-house expertise or skills

o6

Lack of capabilities in data analytics

o7

Lack of integration between physical product development and software development

oNA

Not applicable

Inhibitor ID
b1

Business inhibitor
Insufficient information to predict demand and revenues, resulting in high uncertainty

b2

Weak value proposition of IoT applications and resulting low customer demand

b3

Difficulty in identifying market opportunities

b4

Insufficient information to predict costs or required investment

b5

Issues related to monetisation under current business model

b6

Issues related to collaboration with suppliers or partners on digital solutions

b7

Issues related to choosing level of vertical integration for IoT applications

bNA

Not applicable

Inhibitor ID

Technological inhibitor

t1

Availability of basic infrastructure technologies

t2

Difficulties related to selecting enabling technologies to realise IoT applications

t3

Difficulties related to interoperability with internal or external systems

t4

Need for standardised identification and addressing protocols

t5

Internet scalability to handle increase in traffic and requests

t6

Issues related to physical product design measures to prevent unauthorised data access

t7

Issues related to software measures to prevent unauthorised data access

t8

Insufficient tools to manage user authentication process

t9

Difficulties related to integration of digital components into physical product

t10

Access to tools and database to handle big data

tNA

Not applicable

Inhibitor ID

Industrial inhibitor

i1

Undefined regulations and laws around customer privacy and data collection

i2

Undefined regulations and laws around the use and sharing of data

i3

Lack of comprehensive and widely accepted service intermediaries

i4

Lack of certification to improve trust among customers and industry participants

i5

Potential loss of intellectual property

iNA

Not applicable

in terms of identifying market opportunities, establishing appropriate channels, defining the value proposition of IoT applications and handling the new demands associated
with a closer customer relationship (Porter and Heppelmann 2015; Fleisch et al. 2015;
SAS Institute Inc 2016; Twentyman and Swabey 2015). Fleisch et al. (2015) reported that
IoT changes existing business models. The business model of an industrial manufacturing enterprise is usually based on product sales, and service-oriented business models are
rare (Adrodegari et al. 2014). Enterprises thus face issues with monetisation, for example,
of data under current business models (Tobler et al. 2013). Enterprises face issues in terms
of collaborating with suppliers or partners on digital solutions. Missing digital expertise
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forces industrial manufacturing enterprises to collaborate with new suppliers and partners. The bargaining power of these suppliers can be high, thus allowing them to capture
a large share of the IoT applications’ value (Porter and Heppelmann 2014). Developing
IoT applications can expand the range of activities of an enterprise, which is necessary
to create value. Given the broad range and complexity of activities and limited resources,
SMEs, especially, may face challenges in terms of choosing the level of vertical integration
to develop IoT applications.

Technological domain Ten inhibitors (t1–t10) can be assigned to the technological
domain (Table 3). As mechanical parts are replaced with software, the physical complexity
of a product usually diminishes (Porter and Heppelmann 2015). IoT applications may have
fewer physical components, but the number of sensors required and the pervasiveness of
software use rise. These requirements create new challenges for industrial manufacturing
enterprises because digital components must be integrated in physical products. Several
studies have explored open issues related to middleware or architecture for IoT (Atzori
et al. 2010; Bandyopadhyay and Sen 2011; Khan et al. 2012) that impede IoT deployment.
Given the complexity of IoT middleware, industrial manufacturing enterprises face the
challenge of identifying the appropriate architecture and selecting enabling technologies.
The sheer volume of data available from IoT applications and the business impacts of its
use go hand-in-hand with the challenges pertaining to handling and analysing data
(Gubbi et al. 2013; Lee and Lee 2015). In addition, the integration of IoT applications
with existing internal or external software systems necessary to create a lasting business
impact is challenging. The complexity and availability of infrastructure technologies can
pose a significant challenge for industrial manufacturing enterprises. Essential connectivity requirements include internet scalability and the need for standardisation to connect
and integrate technologies (Bandyopadhyay and Sen 2011, Atzori et al.2010, Porter and
Heppelmann 2015). Additional technological inhibitors are based on the implementation
of hardware or software measures to prevent any unauthorised data access. Atzori et al.
(2010) outlined the various reasons why IoT applications are especially vulnerable to
attacks. First, the physical components of an IoT application are mostly exposed and unattended, and it is difficult to protect them with physical measures. Second, communication
is often wireless, which arguably makes it easy for unauthorised persons to intercept them.
Last, IoT components cannot implement complex schemes to support security because
they typically have limited energy and computing resources.

Industrial domain Five inhibitors (i1–i5) belonging to the industrial domain were identified in literature (Table 3). These inhibitors affect the industry overall and are largely
external to the enterprise. The lack of clear regulations on the collection, sharing and use
of data can pose significant legal challenges for enterprises developing IoT applications.
Issues pertaining to data access and collection are tied to the basic right to privacy, which
includes concealing personal information and the ability to control what happens with
this information (Weber 2010). IoT applications will remain limited to a few niche markets if there is continued public concern about privacy (Sundmaeker et al. 2010). The lack
of comprehensive, trustworthy and widely accepted service intermediaries prevents the
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deployment of IoT applications (Haller et al. 2009). The lack of a method for certification of IoT applications can pose a challenge to enterprises trying to establish credibility
and improve customer trust in their IoT applications. A few emerging certification programs for IoT-specific applications are available (Underwriters Laboratories 2016; ICSA
Labs 2017; IoT Security Foundation 2017). However, these certification programs are in
the early stages of development, and they may not have a significant impact on the market acceptance of IoT applications. Data ownership and intellectual property issues within
the IoT domain are important and widely discussed topics which could inhibit enterprises
from developing IoT applications (Porter and Heppelmann 2014; Geissbauer et al. 2016).
Empirical evidence

This section presents the results of our survey and statistical evaluation of the gathered
data in three subsections, one each on (1) interest and engagement, (2) motivators and (3)
inhibitors.
Interest and engagement

Survey respondents from SMEs are not more likely to rate the importance of digitalised
products differently than LEs, even though the values for each category differ (Table 4).
The null hypothesis corresponding to H1a is not rejected. There is no significant difference between SMEs and LEs (Mann-Whitney U = 1176.5, p = 0.075, α = 0.05, two
tailed).
Survey respondents from SMEs are more likely to not engage in IoT application
development. The results do not contradict hypothesis H1b. Two chi-square tests of independence were performed to examine the relationship between enterprise type and the
level of interest and engagement. The level of interest and engagement in IoT application development is one categorical dependent variable, and it is measured based on the
selection of five possible answers (no plans and no interest, no plans but interest, plans,
in progress, experienced) (Table 5). The relationship between enterprise type and level of
interest and engagement is significant, χ 2 (4, N = 109) = 11.45∗ , α = .05, p = 0.0219. A
second dependent variable can be obtained by dividing the participants into two groups
(non-engaged, engaged) based on their levels of interest and engagement (Table 6). Participants who selected in progress or experienced were assigned to the engaged group, and
the rest were assigned to the non-engaged group. The relationship between enterprise
type and level of interest and engagement based on the two groups is very significant, χ 2
(1, N = 109) = 7.85∗∗ , α = .01, p = 0.00508.
Survey respondents who assigned higher importance to digitalised products are more
likely to engage in the development and deployment of IoT applications. These results
do not contradict hypothesis H1c. Again, two chi-square tests of independence were performed to examine the relationship between the importance of digitalised products and
the level of interest and engagement. The two dependent variables describing the level of

Table 4 Importance of digitalised products separated by type of enterprise
Enterprise type

N

Not important (%)

Somewhat important (%)

Important (%)

SME

60

8

25

32

Very important (%)
35

LE

49

0

12

45

43

All

109

5

19

38

39
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Table 5 Interest and engagement in developing IoT applications separated by enterprise type
Enterprise type

N

No plans and
no interest (%)

No plans but
interest (%)

Plans (%)

In progress (%)

Experienced (%)

SME

60

28

12

22

15

23

LE

49

6

10

18

29

37

All

109

18

11

20

21

29

interest and engagement used to test H1b were used to test H1c as well. The relationship
between the importance of digitalised products and the level of interest and engagement
is significant, χ 2 (12, N = 109) = 24.73∗ , α = .05, p = 0.0162 (Table 7). The relationship
between the importance of digitalised products and the level of interest and engagement based on the two groups is very significant, χ 2 (3, N = 109) = 11.96∗∗ , α = .01,
p = 0.00751 (Table 8).
Motivators

In total, 91 statements extracted from the open-ended question on motivators and
expected added value of IoT application development and deployment were coded and
assigned to a value-chain activity (Table 9). Of these statements, 56% (51) were assigned
to the domain of primary activities. The highest number of statements was assigned to
the marketing and sales activity segment (26%, 24). Examples include the expectation of
new business models, competitive advantage, strengthening of market position and better access to customer data. Other important activity segments are service and aftersales
(16%, 15) and operations and production (11%, 10). Examples include predictive maintenance and improved manufacturing. In total, 31% (28) of the statements exhibited strong
customer or product user focus and were allocated to user activities. Not all statements
could be assigned to one specific activity (e.g. use/consume, standby/store). Statements
related to the entire domain of user activities were thus assigned to all three activities,
but with a weight of one third only (e.g. increased customer benefit). Only 13% (12) of the
statements were assigned to support activities. Noteworthy is the motivation to use IoT
applications for research and technology development (8%, 7). Participants revealed that
they expect to use the data generated by IoT applications to improve products or services.
Based on participants’ selections, the top three motivators for developing IoT applications are (1) monitoring product state and usage for predictive maintenance and
repair (m6, 69%), (2) using collected data to improve decision-making (m2, 61%) and (3)
improving manufacturing and production processes (m4, 60%) (Table 10). On average,
participants selected M=3.74 motivators (SD=1.92). The number of motivators selected
by participants does not depend either on enterprise type (SME, LE) or on engagement
of an enterprise (not engaged, engaged).
There are significant relationships between enterprise type (SME, LE) and selection of
the motivators m2, m3 and m7. The relationship between enterprise type and selection of

Table 6 Engagement in IoT application development separated by enterprise type
Enterprise type

N

Non-engaged (%)

Engaged (%)

SME

60

62

38

LE

49

35

65

All

109

50

50
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Table 7 Relationship between importance of digitalised products and level of interest and
engagement
Importance
of digitalised
products

N

No plans and
no interest (%)

No plans but
interest (%)

Plans (%)

In progress (%)

Experienced (%)

Not important

5

60

20

0

0

20

Somewhat
important

21

38

10

24

24

5

Important

41

12

15

27

22

24

Very important

42

10

7

14

21

48

All

109

18

11

20

21

29

m2 use collected data to improve decision-making is very significant, χ 2 (1, N = 109) =
9.7217∗∗ , p < .01. LEs are more likely than SMEs to select m2. The relationship between
enterprise type and selection of m3 gain revenues through new or different business models
is significant, χ 2 (1, N = 109) = 4.4793∗ , p < .05. LEs are more likely to select m3.
The relationship between enterprise type and selection of m7 assess product usage and
performance to improve product design and development is very significant, χ 2 (1, N =
109) = 7.1376∗∗ , p < .01. Again, LEs are more likely to select m7. For all other motivators,
no significant difference was found between SMEs and LEs (p > 0.05) (Table 11).
There are significant relationships between the level of engagement of an enterprise
(non-engaged, engaged) and selection of m3 and m7. The relationship between the level
of engagement of an enterprise and selection of m3 gain revenues through new or different business models is significant, χ 2 (1, N = 109) = 5.736∗ , p < .05. Engaged enterprises
are more likely to select m3 than non-engaged enterprises. The relationship between
enterprise type and selection of m7 assess product usage and performance to improve
product design and development is very significant, χ 2 (1, N = 109) = 7.940∗∗ , p < .01.
Again, engaged enterprises are more likely to select m7 than non-engaged enterprises.
For all other motivators, no significant differences were found between engaged and
non-engaged enterprises (Table 12).
Inhibitors

An open-ended question before the closed-ended questions on inhibitors was included
in the survey to determine the key inhibitors before presenting our response options. In
total, 120 statements were collected and coded into the four inhibitor domains (Table 13).
A total of 37.6% of respondents indicated an inhibitor that fit into the business domain.
Common responses included the weak value proposition of IoT applications and issues
with the existing business model. After the business domain, 26.4% of the collected statements were related to technological inhibitors. Statements covering organisational or
industrial inhibitors were the least represented at 21.6% and 14.4% of the responses,
Table 8 Relationship between importance of digitalised products and level of engagement
Importance digitalised products

N

Non-engaged (%)

Engaged (%)

Not important

5

80

20

Somewhat important

21

71

29

Important

41

54

46

Very important

42

31

69

All

109

50

50
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Table 9 Assignment of statements from open-ended question on motivators and expected added
value of IoT application development to value-chain activities
Activity domain

# statements % statements Value-adding activities

Primary activities

51

56%

Support activities 12

User activities

13%

28

31%

1

1%

Operations and production

10

11%

Service and aftersales

15

16%

Outbound logistics

1

1%

Marketing and sales

24

26%

Company infrastructure

1

1%

R&D development

7

8%

Procurement (purchase)

2

2%

Human resource management 2

2%

Use/consume

10

11%

Standby/store

7

8%

Maintain/repair
Total

91

# statements % statements

Inbound logistics

100%

10

11%

91

100%

respectively. Inhibitors identified in response to this question have largely been covered
in the response options. Other commonly cited inhibitors include a lack of knowledge,
data security and regulatory issues.
With a weighted score of 267, the business domain is the most important domain of
challenges. The organisational domain is the second most challenging with a score of 235,
followed by the technological domain with a score of 198. The industrial domain ranked
the last with a score of 190. The differences in the ranking of the domains are highly
significant (Friedman test: χ 2 (3, N = 89) = 25.57∗∗∗ , p < 0.001) (Table 14). Even though
the ranking and the relative ranking scores of SMEs and LEs deviate from the ranking of
all enterprises, a chi-square test did not show any significant differences in the selection
of rankings depending on the enterprise type (SME or LE).
In the domain of organisational inhibitors, the top three inhibitors are based on the
weighted score: (1) lack of clear digital operations vision/strategy with a score of 377, (2)
lack of in-house expertise or skills with a score of 309 and (3) lack of integration between
physical product development and software development processes with a score of 231
(Table 15). The differences in the ranking of the inhibitors are highly significant (Friedman
test: χ 2 (7, N = 89) = 52.16∗∗∗ , p < 0.001).

Table 10 Ranking of motivators for IoT application development and deployment based on
selection frequency
Rank

Motivator ID

# selections

% of N = 109

1st

m6

75

69%

2nd

m2

67

61%

3rd

m4

65

60%

4th

m3

59

54%

5th

m7

47

43%

6th

m5

29

27%

7th

m1

28

26%

8th

m8

27

25%

9th

mOT

11

10%
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Table 11 Comparison of ranking of motivators for IoT application development and deployment for
SMEs and LEs based on selection frequency
N = 60

SMEs

55%

N = 49

LEs

45% Compared

Rank Motivator #
% of N Rank Motivator #
% of Delta %
ID
selections
ID
selections N

Chi-square Significance
(1, N = 109)

6th

m1

17

28%

8th

m1

11

22% − 6%

0.489

3rd

m2

29

48%

1st

m2

38

78% 29%

9.722

**

4th

m3

27

45%

3rd

m3

32

65% 20%

4.479

*

1st

m4

40

67%

5th

m4

25

51% − 16%

2.743

7th

0.000

m5

16

27%

6th

m5

13

27% 0%

2nd m6

39

65%

2nd m6

36

73% 8%

0.901

5th

m7

19

32%

4th

m7

28

57% 25%

7.138

8th

m8

15

25%

7th

m8

12

24% − 1%

0.004

9th

mOT

8

13%

9th

mOT

3

6%

− 7%

1.546

**

In the domain of business inhibitors, the top three inhibitors are based on the weighted
score: (1) insufficient information to predict demand and revenues, resulting in high
uncertainty with a score of 265; (2) issues related to monetisation under current business
model with a score of 261; and (3) difficulty in identifying market opportunities with a
score of 224 (Table 15). The differences in the ranking of the inhibitors are very significant
(Friedman test: χ 2 (7, N = 89) = 24.28∗∗ , p < 0.01).
In the domain of technological inhibitors, the top three inhibitors are based on the
weighted score: (1) difficulties related to interoperability with internal or external systems with a score of 385, (2) difficulties in selecting enabling technologies to realise IoT
applications with a score of 351 and (3) availability of basic infrastructure technologies
with a score of 320 (Table 15). The differences in the ranking of the inhibitors are highly
significant (Friedman test: χ 2 (10, N = 89) = 41.55∗∗∗ , p < 0.001).
In the domain of industrial inhibitors, the top three inhibitors are based on the weighted
score: (1) undefined regulations and laws around customer privacy and the collection of
data with a score of 230, (2) undefined regulations and laws around the use and sharing of
data with a score of 175 and (3) potential loss of intellectual property with a score of 159
(Table 15). The differences in the ranking of the inhibitors are very significant (Friedman
test: χ 2 (5, N = 89) = 19.95∗∗ , p < 0.01).
Table 12 Comparison of ranking of motivators for IoT application development and deployment for
non-engaged and engaged enterprises based on selection frequency
N = 54

Nonengaged

50%

N = 55

Engaged

50%

Compared

Rank

Motivator #
% of N Rank
ID
selections

Motivator #
% of N Delta
ID
selections
%

Chi-square Significance
(1, N = 109)

7th

m1

12

22%

7th

m1

16

29%

7%

0.673

3rd

m2

31

57%

2nd/3rd m2

36

65%

8%

0.745

4th

m3

23

43%

2nd/3rd m3

36

65%

23%

5.736

1st

m4

36

67%

5th

m4

29

53%

− 14% 2.199

5th

m5

17

31%

8th

m5

12

22%

− 10% 1.303

2nd

m6

35

65%

1st

m6

40

73%

8%

6th

m7

16

30%

4th

m7

31

56%

27%

7.940

8th

m8

10

19%

6th

m8

17

31%

12%

2.245

9th

mOT

4

7%

9th

mOT

7

13%

5%

0.850

*

0.795
**
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Table 13 Assignment of statements from open-ended question on inhibitors to four inhibitor
domains
Inhibitor domain

# statements

% statements

Business

47

38%

Organisational

27

22%

Technological

33

26%

Industrial

18

14%

All

125

100%

Discussion
Large enterprises (LEs) show higher levels of interest and engagement in IoT application
development than SMEs. The limited financial and human resources of SMEs, which
hinder R&D activities, might explain this result (Hausman 2005; Massa and Testa 2008;
Laperche and Liu 2013). SMEs focus strongly on customers (Scozzi et al. 2005). In
combination with the difficulty of predicting demand for and revenues of potential
customer-oriented IoT applications, the strong focus of SMEs on customers does not have
a positive impact on their levels of interest and engagement. However, SMEs are more
flexible and can adapt quickly to changes in technologies or markets (Scozzi et al. 2005).
Owing to this innovation advantage, SMEs could be expected to be more experienced in
developing or deploying IoT applications.
The relatively high levels of interest and engagement in IoT application development
and deployment reported in the survey may be ascribed to a selection bias, in that enterprises interested in deploying IoT applications are more likely to participate in the survey.
The results in “Interest and engagement” section show that LEs have a higher interest and
are more engaged in IoT application development than SMEs. The sample contains larger
share of participants working in LEs than can be expected from the target population. A
total of 33% of the employees in the Swiss MEM industries work in LEs (Swissmem 2016).
By contrast, 45% of the survey participants work in LEs. The larger share of participants
from LEs could be an indicator of selection bias. Apart from that, selection bias is hardly
measurable.
The open-ended and the close-ended questions on motivators delivered consistent
results. The top motivator from the responses to the close-ended question is monitoring
product state and usage for predictive maintenance and repair (m6). The highest number of statements from the open-ended question were indeed assigned to the marketing
and sales activity segment. However, most statements assigned to this activity segment
are vague and not very specific. A wide range of statements could thus be assigned to
this segment. The activity segment that follows is service and aftersales. The statements
belonging to this segment are more specific and often mention predictive maintenance. A
few of the answers to the open-ended question cannot be assigned to an activity segment.
Table 14 Ranking of inhibitor domains (N = 89)
Rank by score
***(p < 0.001)

Inhibitor domain

Ranking score

Ranking score %

# 1st

# 2nd

# 3rd

# 4th

# total

1st

Business

267

100%

34

29

18

8

89

2nd

Organisational

235

88%

28

22

18

21

89

3rd

Technological

198

74%

13

21

28

27

89

4th

Industrial

190

71%

14

17

25

33

89
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Table 15 Ranking of inhibitors based on ranking scores of all four inhibitor domains (N = 89)
Rank by score Inhibitor ID Ranking score # selections avg score per selection avg score per participants
***(p < 0.001)
1st

o1

377

51

7.39

2nd

o5

309

46

6.72

4.24
3.47

3rd

o7

231

37

6.24

2.60

4th

o4

191

30

6.37

2.15

5th

o6

184

31

5.94

2.07

6th

o2

149

22

6.77

1.67

7th

o3

140

23

6.09

1.57

8th

oNA

56

7

8.00

0.63

Rank by score Inhibitor ID Ranking score # selections avg score per selection avg score per participants
***(p < 0.001)
1st

b1

265

38

6.97

2.98

2nd

b5

261

39

6.69

2.93

3rd

b3

224

32

7.00

2.52

4th

b4

219

32

6.84

2.46

5th

b2

213

31

6.87

2.39

6th

b7

146

24

6.08

1.64

7th

b6

138

22

6.27

1.55

8th

bNA

64

8

8.00

0.72

Rank by score Inhibitor ID Ranking score # selections avg score per selection avg score per participants
***(p < 0.001)
1st

t3

385

40

9.63

2nd

t2

351

35

10.03

4.33
3.94

3rd

t1

320

32

10.00

3.60

4th

t9

261

30

8.70

2.93

5th

t4

248

26

9.54

2.79

6th

t7

212

24

8.83

2.38

7th

t6

200

22

9.09

2.25

8th

tNA

99

9

11.00

1.11

9th

t8

98

12

8.17

1.10

10th

t10

96

12

8.00

1.08

11th

t5

83

11

7.55

0.93

Rank by score Inhibitor ID Ranking score # selections avg score per selection avg score per participants
***(p < 0.001)
1st

i1

230

41

5.61

2nd

i2

175

34

5.15

2.58
1.97

3rd

i5

159

31

5.13

1.79

4th

i4

129

25

5.16

1.45

5th

iNA

90

15

6.00

1.01

6th

i3

74

16

4.63

0.83

This could indicate that the value-chain model is not conceptually suitable for capturing
motivators and expected added value, which is not the case. Most of these answers do not
cover motivators or expected added value at all. A few are extrinsic motivators such as
“this is the future”, “we cannot ignore this trend”, or “market pressure”, which probably do
not lead to a lasting engagement in IoT application development.
The results of the open-ended question on inhibitors are aligned with the finding from
the close-ended questions that business inhibitors are the most challenging. The result
related to the second-ranked inhibitor domain from the open-ended question does not
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align with the result obtained from the close-ended question. Participants answered the
open-ended question before being presented the inhibitor domains and the full set of
inhibitors. An insight from informal interviews with industry representatives is that the
perception of IoT is technology-dominated. This could explain why inhibitors stated in
response to the open-ended question are more technology-oriented. After being confronted with all inhibitor domains and the entire collection of inhibitors, the participants
may reassess their opinion.
The results obtained in study show that business and organisational inhibitors hinder
the realisation of IoT applications decisively and, therefore, hinder innovations based on
IoT applications. This insight is not well represented in extant academic literature. The
literature identifies challenges mainly in the technological or industrial domain (Atzori et
al. 2010; Bandyopadhyay and Sen 2011; Khan et al. 2012; Sundmaeker et al. 2010; Miorandi et al. 2012) and considers the realisation of the IoT as the application of a certain
technology (Lee and Lee 2015). Of course, the technological and industrial challenges
outlined in existing literature must be solved to facilitate the development of IoT applications. However, the landscape of existing and economic IoT technology available in the
market is already well developed. Consequently, researchers should focus increasingly on
the business and organisational aspects of IoT application development and deployment.
There are a few limitations of the present study. The sample population was created through non-random convenience sampling. In addition, the results of the survey
may not be replicable. While we recognise the downside of non-random sampling,
this sampling method was selected from the viewpoint of practicality considering the
study duration, resources at hand, and availability of the subjects. Although we cannot
effectively comment on the parameters of the entire Swiss population or the industrial manufacturing enterprises of other nations, the results of the survey do provide
meaningful insights about enterprises already interested or engaged in IoT. Moreover,
it can be argued that the selection bias in non-random sampling is unlikely to have
any effect on the sections pertaining to motivators and inhibitors. For example, enterprises that encounter technological challenges are not more likely to participate in the
survey than those who encounter business challenges. Thus, apart from the results
related to interest and activity, the results of all other sections of the survey should
represent the trends among the industrial manufacturing enterprises who are already
interested in IoT.

Conclusions
The results of this study show that among LEs in the Swiss MEM industries, the level
of interest and engagement in developing IoT applications is generally higher than
that among SMEs. The main motivation to develop IoT applications is implementing
or improving service and aftersales activities in the value-chain of the enterprises by
offering predictive product maintenance, for example. Four domains that covered exhaustively the inhibitors that hinder the development and deployment of IoT applications
were identified from the literature: business, organisational, technological and industrial.
Business and organisational inhibitors proved to be more relevant than technological and industrial ones. The authors identified business inhibitors, such as insufficient
information to predict demand and revenues, resulting in high uncertainty and issues
with monetisation under current business model, to be the most challenging ones. The
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domain of organisational inhibitors tied in second with relevant inhibitors such as lack of
clear digital operations vision/strategy and lack of in-house expertise or skills. The most
relevant technological inhibitors were difficulties related to interoperability with internal or external systems and difficulties in selecting enabling technologies to realise IoT
applications. The industrial domain of inhibitors was found to be the least challenging
with inhibitors such as undefined regulations and laws around customer privacy and data
collection.
The approach of addressing exhaustively the motivators and inhibitors related to the
development and deployment of IoT applications and comparing their relevance led to
the insight that innovation for the IoT is not only about developing technology and overcoming privacy regulations, as is often discussed in academic literature, but also about
developing and deploying successful IoT applications. The challenges relevant to this end
at the enterprise level are not mainly about technology or regulations but about business and enterprise organisation. Business as well as enterprise organisation are driven
by human behaviour and, therefore, deserve the increased attention of non-technical
research fields, as is happening already in the field of innovation management (e.g. IoT
business models). The potential of IoT applications in industrial manufacturing enterprises is not yet fully exploited. The extended value-chain model used in this study could
help to identify novel IoT applications other than the well-known ones, such as predictive
maintenance.
The results of this study imply that the identified inhibitors can be used by governments
or industry associations interested in fostering IoT-based innovations or by enterprises
operating in and innovating during the era of technology-driven digital transformation to
refine policy and decision-making. Especially, governments and industry associations can
define their supportive role for a future digital economy—as proposed by Hanna (2018)—
based on the learnings gained from this study. Two possible directions for future work can
be derived from this study. The first is research on the tools and methods to overcome
the inhibitors identified herein. The unpredictability of demand and revenues and the
corresponding high degree of uncertainty could be addressed by using agile development
methods, which facilitate rapid incorporation of user feedback. The challenge associated
with that approach is managing the different paces of iteration cycles for hardware and
software development. To help enterprises to overcome the lack of in-house expertise and
skills, methods that allow organisations to acquire new knowledge quickly must be investigated. Second, the extended value-chain model can be investigated as a tool not only
for allocating motivators but also for systematically searching for novel IoT applications
along the entire value-chain.

Methods
General approach

The design of our empirical study is based on the sequential explorative research design
described in Teddlie and Tashakkori (2006). This approach is favoured because academic
literature covering the motivators and inhibitors of the development and deployment
of IoT applications integrally is non-existent, and the possible range of results must be
defined first. Two main working steps were taken to answer the RQs. First, the literature was reviewed to collect a broad spectrum of possible motivators and inhibitors
of IoT application development and deployment and to develop a conceptual model
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which allows us to cover the inhibitors and motivators exhaustively. Second, based on
the first step, a survey was designed and used to collect quantitative data for validating
and measuring the relevance of the identified motivators and inhibitors and to test the
formulated hypotheses.
Data measurement

A structured survey questionnaire containing four sections relevant to this study was
designed and deployed: demographics, interest and engagement, motivators and inhibitors.
The questions were designed to cover a wide range of answers because this work is an
explorative empirical study on the topic, and the aim is to provide a general overview.
Most questions were close-ended, except for the first question in the section pertaining to
motivators and inhibitors. There, an open-ended question was used to allow participants
to mention motivators and inhibitors without being biased by the answer options of the
close-ended questions. The statements from the open-ended questions were coded manually into categories. Participants with no intentions to develop IoT applications (Table 5,
no interest and no plans) were not asked to provide any answers on inhibitors because
their insights were not expected to be valuable. In the section pertaining to interest and
engagement, participants were asked to select the statement best describing their situation (single option selection). The close-ended question on motivators presented a set

Table 16 Participants’ demographic profile
Measure
Title

Functional area

MEM industry domain

Product/service categorya

a

Multiple selections allowed

Items

# selections

% of N = 109
33%

Executive

36

Department head

29

27%

Staff

23

21%

Unit head

12

11%

Other

9

8%
28%

Management

31

Research and development

34

31%

Information technology

6

6%

Production

5

5%

Quality engineering

2

2%

Marketing and communication

4

4%

Sales

10

9%

Other

17

16%

Mechanical engineering

34

41%

Electrical engineering/electronics

24

29%

Precision instruments, apparatus and devices

16

20%

Metals

6

7%

Vehicles

2

2%

Other

27

33%

Power engineering transmission

21

19%

Assembly and factory automation

17

16%

Machine tools and manufacturing technology

16

15%

Process engineering equipment

15

14%

Precision tools

11

10%

Remaining/other

139

128%
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of motivators to the participants from which they could select multiple options. The relevance of a motivator was determined based on its overall selection frequency. In the
section on inhibitors, participants were asked to select the relevant inhibitors and rank
the selected ones. For the inhibitor domains, participants were asked to state the rank
of each domain. The overall rank of an inhibitor or domain was calculated based on the
ranking score (Hillmer 2017).
Sample

The target population of the survey comprised small-, medium- and large-sized enterprises from the MEM industries in Switzerland. The estimated size of the target population was 4000 enterprises (Swissmem 2016). The survey was accessible online between
21 February 2017 and 13 April 2017, and it was available in the three languages, namely,
English, German, and French. To limit survey access to the target population, the survey
was distributed through organisations related closely to the MEM industries. Links to the
survey were shared through newsletters or mailing lists of the organisations, for example, INNOVATION NETWORK, SWISS E NGINEERING and INDUSTRIE2025. In addition, the
online survey was distributed directly to members of the Zurich IoT Meetup Group and
members of SWISSMEM.
Non-probability, convenience sampling was used to generate the sample. The number
of complete survey responses and the resulting sample size of the study amounted to
109 enterprises. The enterprises ranged in size up to 350,000 full-time employees (FTEs)
(M = 6913, Mdn = 220, SD = 37867). Of all enterprises, 55% were SMEs with up
to 250 FTEs (M = 81, Mdn = 215, SD = 81). Forty-five percent of the enterprises
with over 250 employees were LEs (M = 15278, Mdn = 1500, SD = 55646). More
than 20% of SMEs did not have a research and development (R&D) department, compared to only 2% of the LEs. On average, there were 15 FTEs in the R&D departments
of the SMEs. LEs had larger R&D departments with an average of 600 FTEs. More than
70% of the survey respondents reported that their positions were at the executive or
managerial level (Table 16). The majority of the respondents worked in R&D (31%) or
management (28%).
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